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liEMAEKB 

Claims 1-5, 8-16, 19-25, 28-34, 37-43, 46-52 and 55-63 are pending in the present 
application, of which claims 1,5,9,13,16,19, 22, 25,2$, 3 1, 34, 37, 40, 43, 46, 49, 52, 55, 5.8, 
60 and 62 are amended and are independent and claims 4, 8, 12, 59, 61 and 63 are amended and 
are dependent. Applicant believes that the present application is in condition for allowance, 
which prompt and favorable action is respectfully requested, 

L Rejection under 35 U.S.C, §i©3 

The Office Action rejected claims 1-5, 8-16, 19-25, 28-34, 37-43, 46-52 and 55-63 under 
35 U.S.C. §103 as being unpatentable over U.S. Patent Re. 33,189 issued to Lee et al 
(hereinafter "Lee") in view of U.S. Patent No. 5,870,474 by Wasilewski et al. (hereinafter 
"Wasilewski") and further in view of U.S. Patent No. 6,424,947 by Tsuria et al. (hereinafter 
"Tsuria''). In view of the amendments to independent claims I , 5, 9, 13, 16, 19, 22, 25, 28, 31, 
34, 37, 40, 43, 46, 49, 52, 55, 58, 60 and 62, the rejection is moot. 

Lee teaches a symmetric key security system in which a user ED is distributed from a user 
database on a billing computer 10 (SSTV Transmitter) to a subscriber receiver (SSTV Receiver) 
prior to installation to installation of the subscriber receiver. (See Fig, 1, Co). 3, line 65 to Col,. 4 
line 7). The user ID is used to encrypt a secret key on the billing computer 10 which is also sent 
to the subscriber receiver. 

The Office has the burden under 35 U.S.C. § 103 to establish a prima facie case of 
obviousness. Ik re Piasecki, 745 F,2d 1468, 1471-72, 223 USPQ 785, 787 (Fed. Cir. 1984). To 
establish a prima facie case of obviousness, three basic criteria, must be met. First, the prior art 
references must teach or suggest all the. claim limitations. Second, there must be some suggestion 
or motivation, either in the references themselves or in the knowledge generally available to one 
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of ordinary ski ll in the art, to modify the reference or to combine reference teachings. Third, there 
must be a reasonable expectation of success. The teaching or suggestion to make the claimed 
combination and the reasonable expectation of success must both be found in the prior art and 
not based on applicant's disclosure. In re Vaect 947 F,2d 488, 20 USPQ2d 1438 (Fed, Cir. 
1991), See MPEP § 2143 - § 2143.03 for decisions pertinent to each of these criteria. 

In order to clarify the claims, independent claims 1,5,9, 13, 164 19, 22, 25, 28,31, 34, 
37, 40, 43, 46, 49, 52, 55, 58, 60 and 62, and dependent claims 4, 8, 1 2, 59, 61 and 63 are herein 
amended. Applicant submits that these amendments clarify previously inherent features and do 
not narrow the scope of the amended claims, 

Claims 1, 22, 4G, and 58 

< hhmec U nion; ire Noi i ugh u Siwg tedjb: ■'<■■■ ! ' °r A i 

As to Claims 1, 22. 40, and 58, Applicant submits that Lee, Wasilewski, and T stria fail- 
to teach "distributing, over-the-air from the terminal, a public key corresponding to the private 
key" and "receiving, over-the-air at the terminal, a secret key encrypted by the public key" as 
claimed. The Office Action relies primarily on Lee as teaching these limitations. Lee teaches 
that the transmitter on the billing computer 10 transmits both the user ID and the key (see Col. 3 
lines 27-42) while the subscriber receiver (terminal) only receives the user ID and the key. By 
contrast, the claimed terminal distributes the public key and receives the secret key. Thus, Lee 
fails to teach these elements of the claimed method within the recited system architecture, 
Similarly, while Wasilewski teaches a conditional access model for content transmitted over a 
wired digital network using a public-private key pair, it also fails to teach the claimed sequence 
c; distributing public key from a terminal and receiving a secret ke> encrypted with the pub ic 
key. Tsuria teaches a set-top receiver having a first smartcard reader that communicates via a 
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localized short-range wireless link with a second smartcard reader in a remote control. However, 
Tsuria also fails 10 teach the claimed sequence of distributing a public key from a terminal and 
receiving a secret key encrypted with the public key. 

Lee also fails to teach distribution of the public key as claimed. Lee makes it clear that 
the user ID is installed on the subscriber receiver prior to installation. (See Fig. 1, and Col. 3 line 
65 to Col, 4 line 1). Applicant maintains that the user ID codes are set in the subscriber receiver 
at installation and are not "distributed" since the user ID is not obtained in the course of the 
terminal obtaining a secret key as claimed. 

Additionally, because Lee teaches a symmetric key system, there is no "private key" 
corresponding to the public key. That is, the user ID described by Lee has no corresponding 
private key as claimed. 

No M otivatio n to J ombin : < ite Ref erences 

Assuming, arguendo, that every claimed element is taught by the prior art. Applicant 
further submits that there is no motivation to combine Lee, Wasilewski, and Tsuria as alleged in 
the Office Action. 

"In determining the propriety of the Patent Office case for obviousness in the first 
instance, it is necessary to ascertain whether or not the reference teachings would appear to be 
sufficient for one of ordinary skill in the relevant art having the reference before him to make the 
proposed substitution, combination, or other modification." In re Linter, 458 F.2d 1013, 1016, 
173 USPQ 560, 562 (CCPA 1972). The teaching or suggestion to make the claimed combination 
must be found In the prior art, not in the Applicant's disclosure. 

Lee teaches a symmetric key security scheme while Wasilewski describes an asymmetric 
key (public-pri vate key) security scheme. These are very distinct forms of cryptography, each 
aimed at different system architectures and requirements. Lee describes a symmetric key system 
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in which a centralized billing computer 10 controls the user ID installed in each subscriber 
receiver. Replacing such symmetric key scheme with an asymmetric key (public-private key) 
scheme would entail completely replacing the system architecture taught by Lee, including the 
interaction between the billing computer and subscriber receivers. Applicant submits that there 
is no motivation taught in either Lee, Wasilewski, or Tsuria to combine these references and 
replace the symmetric key system of Lee with the asymmetric key system of Wasilewski . 

Additionally, Tsuria teaches a set-top receiver having a first smartcard reader that 
communicates via a localized short-range wireless link with a second smartcard reader in a 
remote control. Applicant submits that the problem being solved by Tsuria (i .e., localized 
communications between a set-top receiver and a remote control) is quite distinct from the key 
security scheme between a content provider and subscriber receiver being addressed in the 
present claims, Consequently, Applicant submits that there is no motivation to combine Tsuria: 
with either Lee or Wasilewski. 

N > Reaso nable 1 x f etation of Success 

Lee describes a symmetric key system in which a centralized billing computer 10 controls 
the user ID Installed in each subscriber receiver. Replacing such symmetric ke> scheme with an 
asymmetric key (public-private key) scheme would entail completely replacing the system 
architecture taught by Lee. In particular, the subscriber devices would now control the user ID 
while the billing computer 100 would have no control over such user ID. Thus, the system 
architecture described by Lee is inconsistent with the asymmetric key scheme described by 
Wasilewski. Not only is the there no teaching or suggestion to replace the symmetric key 
scheme of Lee with the asymmetric key scheme of Wasilewski, but doing so would completely 
. ..rue t. c s\ sum architecture taught by Lee, including the interaction between the billing 
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computer and subscriber receivers. Consequently, Applicant submits that there is reasonable 
expectation of success in combining Lee, Wasilewski and Tsuria. 

Therefore, Applicant respectfully submits that the Office Action has failed to set forth a 
prima facie case of obviousness as to claims 1, 22, 40. and 58. 

Ctrnms 5, 25, 43, and 60 

Claimed Elements are Not Taught or Sugge sted by the Prior Art 
As to Claims 5. 25, 43, and 60, Applicant submits that Lee, Wasilewski. and Tsuria fail 
to teach "distributing, over-tbe-air from the terminal, a public key corresponding to the private 
key" and "receiving, over-the-air at the terminal, the broadcast access key encrypted by the 
public key" as claimed. The Office Action relies primarily on Lee as teaching these limitations. 
Lee teaches that the transmitter on the billing computer 10 transmits both the user ID and the key 
(see Col. 3 lines 27-42) while the subscriber receiver (terminal) only receives the user ID and the 
key. By contrast, the claimed terminal distributes the public key and receives the access key. 
Thus, Lee fails to teach the claimed method within the recited system architecture. Similarly, 
While Wasilewski teaches a conditional access model for content transmitted over a wired digital 
network using a public-private key pair, it also fails to teach the claimed sequence of distributing 
a public key from a terminal and receiving a secret key encrypted with the public key. Tsuria 
teaches a set-top receiver having a first smartcard reader that communicates via a localized short- 
range wireless link with a second smartcard reader in a remote control. However, Tsuria also 
fails to teach the claimed sequence of distributing a public key from a terminal and receiving an 
access key encrypted with the public key at the terminal . 
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Lee also fails to teach distribution of the public key as claimed. Lee makes it clear that 
the user ID is installed on the subscriber receiver prior to installation. (See Fig. 1, and Col. 3 line 
65 to Col, 4 line 1 ). Applicant maintains that the user ID codes are set in the subscriber receiver 
(terminal) at installation and are not ''distributed" since the user ID is not obtained in the course 
of the terminal obtaining an access key as claimed. 

Additionally, because Lee teaches a symmetric key system, there is no "private key" 
corresponding to the public key. That is, the user ID described by Lee has no corresponding 
private key as claimed. 

Jo Jn ui un to < mb n < ite K t i 

Assuming, arguendo, that every claimed element is taught by the prior art, Applicant 
further submits that there is no motivation to combine Lee, Wasilewski, and Tsuria as alleged in 
the Office Action. 

"In determining the propriety of the Patent Office case for obviousness in the first 
instance, it is necessary to ascertain whether or not the reference teachings would appear to be 
sufficient for one of ordinary skill in the relevant art having the reference before him to make the 
proposed substitution, combination, or other modification." In re Linter, 458 F,2d 1013, 1016* 
173 USPQ 560, 562 (CCPA 1 972). The teaching or suggestion to make the claimed combination 
must be found in the prior art, not in the Applicant's disclosure. 

Lee teaches a symmetric key security scheme while Wasilewski describes an asymmetric 
key (public-private key) security scheme. These are very distinct forms of cryptography, each 
aimed at different system architectures and requirements. Lee describes a symmetric key system 
m winch a centralized billing computer 10 controls the user ID installed in each subscriber 
receiver. Replacing such symmetric key scheme with an asymmetric key (public-private key) 
scheme would entail completely replacing the system architecture taught by Lee, including the 
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interaction between the billing computer and subscriber receivers. Applicant submits that there 
is no motivation taught in either Lee, Wasilewski, or Tsuria to combine these references and 
replace the symmetric key system of Lee with the asymmetric key system of Wasilewski. 

Additionally, Tsuria teaches a set-top receiver having a first smartcard reader that 
communicates via a localized short-range wireless link with a second smartcard reader in a 
remote control. Applicant submits that the problem being solved by Tsuria (i.e., localized 
communications between a. set-top receiver and a remote control) is quite distinct from the key 
security scheme between a content provider and subscriber receiver being addressed in the 
present claims. Consequently, Applicant submits that there is no motivation to combine Tsuria 
with either Lee or Wasilewski. 

No Reas onable Exp ectat ion of Succes s 

Lee describes a symmetric key system in which a centralized billing computer 10 controls 
the user ID installed in each subscriber receiver. Replacing such symmetric key scheme with an 
asymmetric key (public-private key) scheme would entail completely replacing the system 
architecture taught by Lee. In particular, the subscriber devices would now control the user ID 
while the billing computer 1 00 would have no control over such user ID. Thus, the system 
architecture described by Lee is inconsistent with the asymmetric key scheme described by 
Wasilewski. Not only is the there no teaching or suggestion to replace the symmetric key 
scheme of Lee with the asymmetric key scheme of Wasilewski, but doing so would completely 
change the system architecture taught by Lee, including the interaction between the billing 
computer and subscriber receivers. Consequently, Applicant submits that there is reasonable 
expectation of success in combining Lee, Wasilewski and Tsuria, 

Therefore, Applicant respectfully submits that the Office Action has failed to set forth a 
prima fac ie case of obviousness as to claims 5, 25, 43, and 60. 
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Claims 9, 28, 46. and 62 

C laimed Eh n. ts ai - T \ _ n iggg tedj% the Prior Art 
As to C/Twis P. 26', 46, and 62, Applicant submits that Lee, Wasilewski, and Tsuria fail 
to teach "receiving, over-the-air at the terminal, a public key corresponding to a private key for 
the terminal" and •'sending, over-the-air from the terminal, the encrypted secret key" as claimed. 
The Office Action relies primarily on Lee as teaching these limitations. Lee teaches that the 
transmitter on the billing computer 10 transmits both the user 10 and the key (see Col. 3 lines 27- 
42) while the subscriber receiver (terminal) only receives the user ID and the key. By contrast, 
the claimed terminal receives the public key and distributes the secret key. Thus, I ee tails to 
teach the claimed method within the recited system architecture. Similarly, while Wasilewski 
teaches a conditional access model for content transmitted over a wired digital network using a 
public-private key pair, it also fails to teach the claimed sequence of receiving a public key at a 
terminal and sending a secret key encrypted with the public key from the terminal Tsutia 
teaches a set-top receiver having a first smartcard reader that communicates via a localized short- 
range wireless link with a second smartcard reader in a remote control. However, Tsuria also 
tails to teach thv claimed sequence oi receiv ing a public key at a terminal and sending a secret 
key encrypted with the public key from the terminal. 

Lee also fails to teach receiving the public key as claimed. Lee makes it clear that the 
user ID is installed on the subscriber receiver (terminal) prior to installation, (See Fig. L and 
Col. 3 line 65 to Col. 4 line 1). Applicant maintains that the user ID codes of Lee are set in the 
subscriber receiver (terminal) at installation and are not "received" since the user I D is not 
obtained in the course of the terminal obtaining a secret key as claimed. 
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Additionally, because Lee teaches a symmetric key system, there is no "private key" 
corresponding to the public key. That is, the user ID described by Lee has no corresponding 
private key as claimed. 

No W ot \ all on to J on hme Cite Referen ces 

Assuming, arguendo, that every claimed element is taught by the prior art, Applicant 
further submits that there is no motivation to combine Lee, Wasilewski, and Tsuria as alleged in 
the Office Action. 

"In determining the propriety of the Patent Office case for obviousness in the first 
instance, it is necessary to ascertain whether or not the reference teachings would appear to be 
sufficient for one of ordinary skill in the relevant art having the reference before him to make the 
proposed substitution, combination, or other modification." In re Linter, 458 F.2d 1013, 1016, 
1 73 USPQ 560, 562 (CCPA 1972). The teaching or suggestion to make the claimed combination 
must be found in the prior art, not in the Applicant's disclosure. 

Lee teaches a symmetric key security scheme while Wasilewski describes an asymmetric 
key (public-private key) security scheme. These are very distinct forms of cryptography, each 
aimed at different system architectures and requirements, Lee describes a symmetric key system 
in which a centralized billing computer 10 controls the user ID installed in each subscriber 
receiver. Replacing such symmetric key scheme with, an asymmetric key (public-private key) 
scheme would entail completely replacing the system architecture taught by Lee, including the 
interaction between the billing computer and subscriber receivers. Applicant submits that there 
is no motivation taught in either Lee, Wasilewski, or Tsuria to combine these references and 
replace the symmetric key system of Lee with the asymmetric key system of Wasilewski. 

Additionally, Tsuria teaches a set-top receiver having a first smartcard reader that 
communicates via a localized short-range wireless link with a second smartcard reader in a 
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remote control. Applicant submits that the problem being solved by Tsuria (i.e., localized 
communications between a set-top receiver and a remote control) is quite distinct from the key- 
security scheme between a content provider and subscriber receiver being addressed in the 
present claims. Consequently, Applicant submits that there is no motivation to combine Tsuria 
with either bee or Wasilewski. 

N< Reason a ble Exp ec it >n of Success 

Lee describes a symmetric key system in which a centralized billing computer 10 controls 
the user ID installed in each subscriber receiver. Replacing such symmetric key scheme with an 
asymmetric key (public-private key) scheme would entail completely replacing the system 
architecture taught by Lee. In particular, the subscriber devices would now control the user I D 
while the billing computer 100 would have no control over such user ID, Thus, the system 
k k lecture described b\ Lee is inconsistent with the asymmetric key scheme described by 
Wasilewski, Not only is the there no teaching or suggestion to replace the symmetric key 
scheme of Lee with the asymmetric key scheme of Wasilewski, but doing so would completely 
change the system architecture taught by Lee, including the interaction between the billing 
computer and subscriber receivers. Consequently, Applicant submits that there is reasonable 
expectation of success in combining Lee, Wasilewski and Tsuria. 

Therefore, Applicant respectfully submits that the Office Action has failed to set forth a 
prima facie case of obviousness as to claims 9, 28, 46, and 62. 

Claims 13, 31 and 49 

Churned i mcnts arc Not 1 night oi Suggested b\ the Prior Art 

As to Claims 13, 31 and 49, Applicant submits that Lee, Wasilewski, and Tsuria fail to 

teach "receiving, over-the-air at the content provider, a public key corresponding to a private 
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key" and "sending, over-the-air from the content provider, the encrypted secret key" as claimed. 
The Office Action relies primarily on Lee as teaching these limitations. Lee teaches that the 
transmitter on the billing computer 10 (content provider) transmits both the user 11) and the key 
(see Col. 3 lines 27-42) while the subscriber receiver (terminal) only receives the user ID and the 
key. By contrast, the claimed content provider receives the public key and distributes the secret 
key. Thus, Lee fails to teach the claimed method within the recited system architecture. 
Similarly, while Wasilewski teaches a conditional access model for content transmitted over a 
wired digital network using a public-private key pair, it also fails to teach the claimed sequence 
of recei v ing a public key at a content provider and sending a secret key encrypted with the public 
key from the content provider. Tsuria teaches a set-top receiver having a first smartcard reader 
that communicates via a local ized short-range- wireless link with a second smartcard reader in a 
remote control. However, Tsuria also fails to teach the claimed sequence of receiving a public 
key at a content provider and sending a secret key encrypted with the public key from the content 
provider. 

Lee also mils to teach receiving the public key as claimed. Lee makes it clear that the 
user ID is installed at the content provider prior to installation. (See Fig. 1, and Col. 3 line 65 to 
Col . 4 line 1 ). Applicant maintains that the user ID codes of Lee are set in the content provider 
at installation and are not "received" since the user ID is not obtained in the course of the content 
provider sending the secret key as claimed. 

Additionally, because Lee teaches a symmetric key system, there is no "private key" 
corresponding to the public key. That is, the user ID described by Lee has no corresponding 
private key as claimed. 



22 



U.S. Ser.No. 10/615,882 
Attorney Docket No. 030441 

n> j t \ _ omb[ ic£ < \i en - 

Assuming, arguendo* that every claimed element is taught by the prior art. Applicant 
further submits that there is no motivation to combine Lee, Wasilewski, and Tsuria as alleged in 
the Office Action. 

"In determining the propriety of the Patent Office case for obviousness in the first 
instance, it is necessary to ascertain whether or not the reference teachings would appear to be 
sufficient for one of ordinary skill in the relevant art having the reference before him to make the 
proposed substitution, combination, or other modification." In re Linter, 458 F.2d 1013, 1016, 
173 USPQ 560, 562 (CCPA 1972). The teaching or suggestion to make the claimed combination 
must be found in the prior art, not in the Applicant's disclosure. 

Lee teaches a symmetric key security scheme while Wasilewski describes an asymmetric 
key (public-private key) security scheme. These are very distinct forms of cryptography, each 
aimed at different system architectures and requirements. Lee describes a symmetric key system 
in which a centralized billing computer 10 controls the user ID installed in each subscriber 
receiver. Replacing such symmetric key scheme with an asymmetric key (public-private key) 
scheme would entail completely replacing the system architecture taught by Lee, including the 
interaction between the billing computer and subscriber receivers. Applicant submits that there 
is no motivation taught in either Lee, Wasilewski, or Tsuria to combine these references and 
replace the symmetric key system of Lee with the asymmetric key system of Wasilewski. 

Additionally, Tsuria teaches a set-top receiver having a first smartcard reader that 
communicates via a localized short-range wireless link with a second smartcard reader in a 
remote control. Applicant submits that the problem being solved by Tsuria (i.e., localized 
communications between a set-top receiver and a remote control) is quite distinct from the key 
security scheme between a content provider and subscriber receiver being addressed in the 
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present claims. Consequently, Applicant submits that there is no motivation to combine Tsuria 
with either Lee or Wasilewski. 

S?o Re i na le Expe . • it ) of Succe ss 

Lee describes a symmetric key system in which a centralized billing computer 10 controls 
the user ID installed in each subscriber receiver. Replacing such symmetric key scheme with an 
asymmetric key (public-private key) scheme would entail completely replacing the system 
architecture taught by Lee. In particular, the subscriber devices would now control the user ID 
while the billing computer 1 00 would have no control over such user ID. Thus, the system 
architecture described by Lee is inconsistent with the asymmetric key scheme described by 
Wasilewski. Not only is the there no teaching or suggestion to replace the symmetric key 
scheme of Lee with the asymmetric key scheme of Wasilewski, but doing so would ..completely 
change the system architecture taught by Lee,. including the interaction between the billing 
computer and subscriber receivers. Consequently, Applicant submits that there is reasonable 
expectation of success in combining Lee, Wasilewski and Tsuria. 

Therefore, Applicant respectfully submits that the Office Action has failed to set forth a 
prima facie case of obviousness as to claims 13, 31, and 49. 

Claims 16, 34 and 52 

(Jajmci '1 ' Mj >ught or Suggested b \ the Prior Art 
As. to Claims 16, 34 and 52. Applicant submits that Lee, Wasilewski, and Tsuria fail to 
teach "receiving, over-the-air at the content provider, a public key corresponding to a private 
key" and "sending, over-the-air from the content provider, the encrypted broadcast access. key" 
m claimed. The Office Action relies primarily on Lee as teaching these limitations. Lee teaches 
that the transmitter on the billing computer 10 (content provider) transmits both- the user ID and 
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the key (see Col. 3 lines 27-42) while the subscriber receiver (terminal) only receives the user ID 
and the key. By contrast, the claimed content provider receives the public key and sends the 
access key. Thus, Lee fails to teach the claimed method within the recited system architecture. 
Similarly, while Wasilewski teaches a conditional access mode I for content transmitted over a 
wired digital network using a public-private key pair, it also fails to teach the claimed sequence 
of receiving a public key at a content provider and sending an access key encrypted with the 
public key from the content provider. Tsuria teaches a set- top receiver having a first smartcard 
reader that communicates via a localized short-range wireless link with a second smartcard 
reader in a remote control. However, Tsuria also fails to teach the claimed sequence of receiving 
a public key at a content provider and sending an access key encrypted with the public key from 
the content provider, 

Lee also fails to teach receiving the public key as claimed. Lee makes it clear that the 
user ID is Installed at the content provider prior to installation. (See Fig. 1, and Col. 3 line 65 to 
Col. 4 line 1). Applicant maintains that the user ID codes of Lee are set in the content provider 
at installation and are not "received" since the user ID is not obtained in the course of the content 
provider sending an access key as claimed. 

Additionally, because Lee teaches a symmetric key system, there is no "private key" 
corresponding to the public key. That is, the user ID described by Lee has no corresponding 
private key as claimed. 

NilM ati.cn to ( imbinej ' H-' 1 ' nc 




Assuming, arguendo, that every claimed element is taught by the prior art, Applicant 
further submits that there is no motivation to combine Lee, Wasilewski, and Tsuria as alleged in 
me Office Action. 
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"In determining the propriety of the Patent Office case for obviousness in the first 
instance, it is necessary to ascertain whether or not the reference teachings would appear to be 
sufficient for one of ordinary skill in the relevant art having the reference before him to make the 
proposed substitution, combination, or other modification," In re timer* 458 F.2d 1013, 1016, 
173 USPQ 560, 562 (CCPA 1972). The teaching or suggestion to make the claimed combination 
must be found in the prior art, not in the Applicant's disclosure. 

Lee teaches a symmetric key security scheme while Wasilewski describes an asymmetric 
key (public-private key) security scheme. These are very distinct forms of cryptography, each 
aimed at different system architectures and requirements. Lee describes a symmetric key system 
in which a centralized billing computer 10 controls the user ID installed in each subscriber 
receiver, Replacing such symmetric key scheme with an asymmetric key (public-private key) 
scheme would entail completely replacing the system architecture taught by Lee, including the 
interaction between the billing computer and subscriber receivers. Applicant submits that there 
is no motivation taught in either Lee. Wasilewski, or Tsuria to combine these references and 
replace the symmetric key system of Lee with the asymmetric key system of Wasilewski. 

Additionally, Tsuria teaches a set- top receiver having a first smartcard reader that 
communicates via a localized short-range wireless link with a second smartcard reader in a 
remote control. Applicant submits that the problem being solved by Tsuria (i.e., localized 
communications between a set-top receiver and a remote control) is quite distinct from the key 
security scheme between a content provider and subscriber receiver being addressed in the 
present claims. Consequently, Applicant submits that there is no motivation to combine Tsuria 
with either Lee or Wasilewski. 
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oRt is 11 s 1 le Exj t f itioii luco - 

tee describes a symmetric key system in which a centralized billing computer 10 controls 
the user ID installed in each subscriber receiver. Replacing such symmetric key scheme with an 
asymmetric key (public-private key) scheme would entail completely replacing the system 
architecture taught by Lee. In particular, the subscriber devices would now control the user ID 
while the billing computer 100 would have no control over such user ID. Thus, the system 
architecture described by Lee is inconsistent with the asymmetric key scheme described by 
Wasilewski. Not only is the there no teaching or suggestion to replace the symmetric key 
scheme of Lee with the asymmetric key scheme of Wasilewski, but doing so would completely 
change the system architecture taught by Lee, including the interaction between the billing 
computer and subscriber receivers. Consequently, Applicant submits that there is reasonable 
expectation of success in combining Lee, Wasilewski and Tsuria. 

Therefore, Applicant respectfully submits that the (Mice Action has failed to set forth a 
prima facie case of obviousness as to claims 16, 34, and 52. 

Claims 19, 37 and 55 

Claimed E lements are Not Taught o r Suggested b y the Prior A rt 
As to Claims 19, 37 and 55, Applicant submits that Lee, Wasilewski, and Tsuria fail to 
teach "distributing, over-the-air from the content provider, a public key corresponding to the 
private key" and "receiving, over-the-air at the content provider, a secret key encrypted by the 
public key" as claimed. The Office Action relies primarily on Lee as teaching these limitations. 
Lee teaches that the transmitter on the billing computer 10 (content provider) transmits both the 
user ID and the key (see Col, 3 lines 27^42) while the subscriber receiver (terminal) only receives 
the user ID and the key. By contrast, the claimed content provider distributes the public key and 
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receives the secret key. Thus, Lee fails to teach the claimed method within the recited system 
architecture. Similarly, while Wasitewski teaches a conditional access model for content 
transmitted over a wired digital network using a public-private key pair, it also fails to teach the 
claimed sequence of distributing a public key from a content provider and receiving a secret key 
encrypted with the public key at the content provider. Tsuria teaches a set-top receiver having a 
first smartearc! reader that communicates via a localized short-range wireless link with a second 
smarteard reader in a remote control. However, Tsuria also fails to teach the claimed sequence 
of distributing a public key from a content provider and receiving a secret key encrypted with the 
public key at the content provider. 

Lee also fails to teach distribute the public key as claimed. Lee makes it clear that the 
user ID is installed at. the subscriber receiver prior to installation. (See Fig. 1 , and Col. 3 line 65 
to Col, 4 line 1), Applicant maintains that the user I'D codes are set in the subscriber receiver at 
..installation and are not '"distributed" by the content provider since the user ID is not obtained in 
the course of the -.-terminal obtaining a secret key as claimed. 

Additionally, because Lee teaches a symmetric key system, there is no "private key" 
corresponding to the public key. That is, the user ID described by Lee has no corresponding 
private key as claimed, 

No Mo t vatii n k < mbi u C i ( t Re fere nces 

Assuming, arguendo, that every claimed element is taught by the prior art, Applicant 
further submits that there is no motivation to combine Lee, Wasilewski, and Tsuria as alleged in 
the Office Action. 

"In determining the propriety of the Patent Office case for obviousness in the first 
instance, it is necessary to ascertain whether or not the reference teachings would appear to be 
sufficient for one of ordinary skill in. the relevant art having the reference before him to make the 
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proposed substitution, combination, or other modification." In re Linter, 458 F.2d 1013, 1016, 
173 USPQ 560, 562 (CCPA 1972). The teaching or suggestion to make the claimed combination 
must be found in the prior art, not in the Applicant's disclosure. 

Lee teaches a symmetric- key security scheme while Wasilewski describes an asymmetric 
key (public-private key) security scheme. These are very distinct forms of cryptography, each 
aimed at different system architectures and requirements, Lee describes a symmetric key system 
in which a centralized billing computer 10 controls the user ID installed in each subscriber 
receiver. Replacing such symmetric key scheme with an asymmetric key (public-private key) 
scheme would entail completely replacing the system architecture taught by Lee, including the 
interaction between the billing computer and subscriber receivers, Applicant submits that there 
is no motivation taught in either Lee, Wasilewski, or Tsuria to combine these references and 
replace the symmetric key system of Lee with the asymmetric key system of Wasilewski, 

Additionally, Tsuria teaches- a set-top receiver having a first smartcard reader that 
communicates via a localized short-range wireless link with a second smartcard reader in a 
remote control Applicant submits thai the problem being solved by Tsuria (i.e., localized 
communications between a seMop receiver and a remote control) is quite distinct from the key 
security scheme between a content provider and subscriber receiver being addressed in the 
present claims. Consequently, Applicant submits that there is no motivation to combine Tsisria 
with either Lee or Wasilewski. 

No Re -> liable Ex; ■ iti m of Succes 5 

Lee describes a symmetric key system in which a centralized billing computer 10 controls 
the user ID installed in each subscriber receiver. Replacing such symmetric key scheme with an 
asymmetric key (public-private key) scheme would entail completely replacing the system 
architecture taught by Lee. In particular, the subscriber devices would now control the user ID 
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while the billing computer 1 00 would have no control over such user ID. Thus, the system 

architecture described by Lee is inconsistent with the asymmetric key scheme described by 

Wasiiewski. Not only is the there no teaching or suggestion to replace the symmetric key 

scheme of Lee with the asymmetric key scheme of Wasiiewski, but doing so would completely 

change the system architecture taught by Lee. including the interaction between the billing 

computer and subscriber receivers. Consequently, Applicant submits that there is reasonable 

expectation of success in combining Lee, Wasiiewski and Tsuria. 

Therefore, Applicant respectfully submits that the Office Action has failed to set forth a 

prima facie case of obviousness as to claims 19, 37, and 51 

Also, claims 2-4, 8, 10-12. 14-15, 20-21 23-24. 29-30, 32-33, 38-39, 41-42, 47-48, 50-51, 
56-57, 59, 61, and 63 depend from and include all the elements cited in the independent claims 
1, 5, % 13, 16> 19, 22, 25, 28, 31, 34, 37, 40, 43, 46, 49, 52, 55, 58, 60 and 62, respectively. 
Therefore, Applicant submits that these claims are relieved to be allowable based on their 
dependency from an allowable base claim as well -as other novel features included therein. 

For at least the foregoing reasons. Applicant respectfully requests a withdrawal of the 
rejection under 35 U.S.C. §103. 

Applicant has reviewed the references made of record and asserts that the pending 
claims are patentable over the references made of record. 
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CONCLUSION 

In light of the amendments contained herein, Applicant submits that the application is in 
condition for allowance, for which early action is requested. 

Applicant requests a two month extension of time in which to respond to the Office 
Action dated November 14, 2006. Please charge the requisite extension fee to Deposit Account 
No. 17-0026. Please charge any other fees associated with this paper to deposit Account No. 17- 
0026, 



Respectfully submitted. 



Dated March i > 0( ? 



David J. Huffaker, fjfc No. 56,771 
Attornev for Applicant 
Telephone: 858-845-2110 
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Attn: Patent Department 

5775 Morehouse Drive 

San Diego, California 92121-1714 

Telephone: (858)658-5787 

Facsimile: (858) 658-2502 
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